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Passworas

What is a password?

m A password Is a secret combination
of letters and numbers.

m People use passwords in
conjunction with usernames to
access different programs, such as
e-mall, games, and websites.




A Tew password Tips to Remember

m Passwords should be something
you can remember.

m [f you write your password down,
make sure 1t Is In a safe and secret

s place.




Good passwords for Andrew Smith?

Secretl Bad
MypasswordBad
Asmith Bad
F3d20w9 Good
Andrew Bad
Password1234 Bad
Freethepanda Good

B  SmithBad

pokadots75 Good
. safeconnectsrox Good
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Chat Rooms and IMs
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What I1s a chat room?

m A place online where people
discuss common interests.

m Some are private, where you
only can invite people you
know to chat, others are public,
where anyone can join.



Safely dealing with chat rooms is easy:

m See people you don’t know? Just
leave.

m Don’t participate in public chat rooms.

m If uncomfortable or threatened, turn off
your computer and talk to your parents.




m People come Iin and say
disrespectful, obnoxious, or just
plain mean things.

Instant Messaqging:

s =Don’t Instant Message (IM) with
people you don’t know from school
or your community.
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Profiles

What Is a profile?

m [t's a page about you.

m Usually used Iin chat
rooms web
communities, and
personal websites.




Do’s
m Hobbies

m Favorite
television
shows

m Favorite movies
"= = Favorite songs

. m Sports

Writing a Profile

Don’ts

m Your personal
iInformation
(name and age)

m Family
Information

m Address
m Phone number
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Net Predators

m An adult who uses the Internet with
the intention of harming youths

= What they do:

—They make friends with teens in
chat rooms in order to gain their
trust, often pretending to be a
teen




Net Predators

m |[f at any time anyone bothers you
or anything causes you to feel
upset immediately turn off your
computer and talk to your parents
or a trusted adult.

N



To Avoid Net Predators

Do Don't
m Use common sense  m Post pictures of
= Make responsible yourself
choices = Share personal
m Use chat rooms information
responsibly = Use a web cam
m If you have guestions, K “blog”
ask your parent = Reepa biog
(an online

mm = Keep the computer in

l a common area of the Journal)

home
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Netiquette

» Three Rules of Netiquette

»1. What you should say
®»2. Don’t swear or be offensive

®» 3. Itisillegal to post false statements
about someone

®4. Make certain to let a person know
when you'’re joking ©




The Gore Rule of Netiquette

®» Rule 1: Treat others the way you would want to be
treated.

Remember that you are talking to a real person
who has feelings like you do.

ﬂ? ?u ﬂ? ?u ﬂ? ?u ﬂ? ?u
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Break the Chain

You're suppose to email the letter
to "continue the chain.” Usually a chain
letter threatens conseqguences to

those who don’t pass the message on.

-Content from the US FTA Website




Break the Chain

Chain letters— they used to circulate by postal
mail, but these days, they're also showing

up in e-mail and Internet chat rooms.




Break the Chain

By passing on a chain letter to others,
you are also passing out the e-maill
Addresses of those that you sent it to.
So “Break the Chain”




MALWARE
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What is Malware?

®Malicious computer software that can
copy itself to computer without the end
user’s knowledge

#»Can cause serious damage to a
computer system

o #»Can replicate and modify itself to infect
l other computers



Types

i Viruses Worms Trojan Horses
EA program ©A worm A Trojan
B that can spreads horse is a
copy itself itself to file that
I and infecta other appears
computer computers harmless
until

executed

_




How can you et Malware?

#Instant Messaging

#»Online Downloads (Music, Videos,
Programs)

®»E-Mail attachments

®»(Clicking on links that lead to
harmful sites




How do vou prevent viruses?

#Install reputable antivirus software
= Zonealarm or Norton 2007
= Make sure it is updated periodically

®If you do not know who a file is from,
DON'T OPEN IT!

® Call that person. Make sure he/she sent
it to you.




snyware and Adware

®» Spyware and Adware are malicious pieces of software
that can slow down your computer and steal private
information

®» These programs can be spread just by visiting sites
without proper protection

®» Remove these programs by using free applications
= Ad-Aware or Spybot Search & Destroy
= Prevent them by browsing with Firefox



snyware and Adware — what do they do?

®m Pop-ups

m Slow computers

B Transmits information \/wé\
m Helps hackers




How do | get it?

m Suspicious websites

m Downloading programs
m Suspicious e-mails
mToolbars




How can | protect myself?

m Antivirus software <
mFirewall ] &2
m Limit online information
m Antl-adware/spyware software
—Adaware SE
—Spybot: Search and Destroy
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What is Cvber Bullvino?

“Cyber Bullying involves the use of information
and communication technologies such as e-mail,
cell phone and pager text messages, instant
messaging, defamatory Web sites and defamatory
online personal polling Web sites, to support
deliberate, repeated, and hostile behavior by an
individual or group, that is intended to harm
others.”

-Bill Belsey



How to avoid beino the victim of a Cvber Bully

» If you are sent an abusive e-mail, don't
write back.

» When you read an e-mail sent to you by a
cyber bully - use the “Take 5 Method”

» You can also:
» Stop
» Block
» Tell




Community Websites
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AWARDS WITH ERIN ‘
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lore About Community Websites

JOIN MYSPACE HERE!

Please enter a valid e-mail address. You will need to confirm your
e-mail address to activate your account.

) FiMals

Email I
Address: HYEARS OLD

First I MENNYLENNY, ILLINOIS
Name: UMITEDSTATES

Last I

MName: m %0 ) N
Password: I

Confirm

P word:

ese : LASTLOGIN 312006
country:  |United States |

Postal I
Code:
Date Of
2= |Month  v|[Day ~||Year v|
Gender: ¢ Female ¢ Male
V¥ Allow others to see when it's my birthday

16 yeers pid
RACKE WISDONSH
Unded Sistes

eferred
Gree | [USA ~]

Language:

™ By checking the box you agree to the MySpace
Terms of Service and Erivacy Pelicy. You also agree to
receive the MySpace e-mail newsletter and account
updates targeted to you by MySpace, unless you
have chosen to opt out of them.

[stense]

l Linlfs Hos

Laest Logine 34172008




The potential for too much information?

Sign up + Login

People Music Video Games TV HED Movies (HE@ Topics More v

-

Look at Me / Mirame

Add Comment . Send Message

Comments

Post a comment...

E Sean hey sexy whats popping?
',& vic do u have facebook?

- FROUIRY AT
SATFALTIoN Com

Help Sign up Login

i 78

Advertisement

Friends (6)

Look at Me / Mirame has 214 friends.
View: All Online New

Realm§®«] ITALIAN...

1 ol

B-boy Xy... IMMAH...

JAIGURU

Blurbs

About me:



All of Someone’s Information In One Place

:} l:lis in your extended network

Femaie
1% years old

[ I's Latest Blog Entry [Subscribe to this Slog)

United States
[View AN Blog Entries)

| |

1 edited my profile wml I

View More Pics

M TendMezmge ‘\:)'ltwa-ﬂn Fresa

Sl Asd o Faonds G At 0o wartes l I

B @ Petere Message @ Bock Lser ) s reiend Spacs
Qmp. Gnne %hﬂ ey :}huDlnnatt.

Gunaral

Music

Movies

Televmion

Books

MHoroes

View All of [TII] s Friends

Stotus ]
Hametonn | ——x] = frivnds Comment

Zodiae Sign. ) Oieplaying [] of [T comments (¥inmw/Edit All Camimants)
| D 5/11/2006 12:57 AM
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Many Community Websites Have Safety Information
sections:

How old is Rihanna?

®18 o ®28

L Jrecoe =] Seaen B

Home Browss Search Inwvite Fim Mail Blogs Favorites Forum Groups Events MySpace TV Music Comedy Classifieds

myspacesafaety

T P P for parants & aducat for beard  mare r

I’_ﬂ safety tips
J_ & setth ]

people around e word. Its impotand to ko thal you—and

./ Your profiie and &ach person on the sHe—play an impanant rie in keeping the
MySpace forums are community sate
public spaces
This sile is dedicated to helping you leam how you cam Dsep
Du“; “ﬂ Tt ’::' " =] yourgell and pour Earaly sale orline, and on a lifeside portal ke
MySpace. Thioughout this sibe, vou will ind useful salety
spaces. Dont post arything you ! : _
el w Bk the wind b inew infermalion. lips and resources 1o navegabe onling communilies
e, vour phone ramber, sddress, anid 1o heslp 1each your family and fiends o 30 |e same.
M acrean names, of Bpecic
wihtreabouts). MySipace s steadiastin o commitmand bo keaping paople
tm lety tips... sale online Through unigue satety leatures and lechnology. pafnerships with satety

erganizations and Law enforcement, and our SUppon of new kaws that will nuriure e
growih of oniine safety fools, education and ressarch

Wa hope that his 5ite wall give you some of the necessary tools and Bps o stay safe,
and have fun, while onlne

Hemanghy Migam
Chief Secursy Officer




Duestionnaires & Surveys \ /¢

= Run away from home?
m Lie to your parents?

m Run from the police?

m Ever shoplift?

m Best physical feature?

m Lie to your best friend?
B CENSORED-CENSORED-CENSORED




Respongible Posting & Blooging
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Forms, Chat Rooms & Blogs

BE CAREFUL

There are no secrets...and what
you write can remain online
forever....about yourself, what
you’ve done, how you feel about
what you or someone has
done...or....??7?



http://images.google.com/imgres?imgurl=http://www.lakeviewchurch.com/resources/images/New%2520Vol.%25202/Never-Ever-Been-Top-Secret.jpg&imgrefurl=http://www.lakeviewchurch.com/resources/graphicslibrary.html&h=600&w=800&sz=217&tbnid=BAL8O62KU1cF5M:&tbnh=106&tbnw=142&hl=en&start=3&prev=/images%3Fq%3Dtop%2Bsecret%26svnum%3D10%26hl%3Den%26lr%3D
http://images.google.com/imgres?imgurl=http://www.theplaceforitall.com/image/Top-Secret82619.jpg&imgrefurl=http://www.theplaceforitall.com/top-secret.htm&h=233&w=317&sz=8&tbnid=n8eX7nTnyjq19M:&tbnh=83&tbnw=113&hl=en&start=28&prev=/images%3Fq%3Dtop%2Bsecret%26start%3D20%26svnum%3D10%26hl%3Den%26lr%3D%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.cyclonerangers.org/images/Top%2520Secret.png&imgrefurl=http://www.cyclonerangers.org/Bios.html&h=242&w=265&sz=104&tbnid=I38FzLwBxStcmM:&tbnh=98&tbnw=108&hl=en&start=76&prev=/images%3Fq%3Dtop%2Bsecret%26start%3D60%26svnum%3D10%26hl%3Den%26lr%3D%26sa%3DN

An impact...for life

W\ 1114
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Writing the wrong thing
online — even as a joke —
could change your life
forever




INTERNET ARCHIVYS

Enter Web Address: Lli=F/]

Searched for http: ‘myspace.com

* denotes when site was updated.

Search Result

Jan - Feb Mar - Apr
41 pages 43 pages
Jan 23, 2005 * Mar 01, 2005 *
Eeb 03, 2005 * Mar 02, 2005 *
Eeb 04, 2005 * Mar 03, 2005 *
Eeb 04, 2005 Mar 03, 2005 *
Eeb 05,2005 * Mar 04, 2005
Eeb 05, 2005 Mar 05, 2005
Eeb 06, 2005 Mar 06, 2005
Eeb 06,2005 Mar 06, 2005
Eeb 06, 2005 Mar 07, 2005
e Mar 08, 2005
Feb 07, 2005 Mar 08, 2005 *
Eeb 07, 2005 Mar 09, 2005
Eeb 08, 2005 * Mar 1 -
Eeb 08,2005 Mar 10, 2005 *
Eeb 09, 2005 Mar 11, 2005 *
Eeb 09,2005 Mar 12, 2005 *
Eeb 10, 2005 Mar 12, 2005
Eeb 10, 2005 Mar 13, 2005
Eeb 11, 2005 Mar 14, 2005 *
Mar 15, 2005
Feb 12, 2005 Mar 16, 2005 *
Eeb 12, 2005 Mar 16, 2005
Feb 13, 2005 Mar 17, 2005
Eeb 14, 2005 Mar 18, 2005 *
Eeb 15, 2005 Mar 19. 2005 *
Eeb 15, 2005 Mar 20, 2005
B 16_2 Mar 20, 2005
Eeb 17, 2005 Mar 21, 2005
Feb 18, 2005 Mar 22, 2005
Eeb 19, 2005 Mar 23,2005 *
Feb 20, 2005 Mar 24, 2005
Eeb 20, 2005 Mar 24, 2005
Eeb 21, 2005 Mar 25, 2005 *
Eeb 22, 2005 Mar 26, 2005
Eeb 23, 2005 * Mar 26, 2005
Eeb 24, 2005 Mar 28, 2005
Eeb 25,2005 * Mar 29, 2005
Eeb 25 2005 * Mar 30, 2005 *
Eeb 26, 2005 Mar 30, 2005
Eeb 28, 2005 Mar 31, 2005
Eeb 28, 2005 Mar 31, 2005
Apr 01, 2005 *




what to do?




Conclusion
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m Passwords W

= Net Predators leané*‘a'fionl

m Profiles

= Netiquette

= Chain Letters Safe

m Hackers, Adware, & comnects
Spyware

= E-mall

= Viruses }CQIETLITERAGY

m Chat Rooms

= Community Websites

For more info - visit www.safeconnects.org
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