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Introduction   

• Malware (Viruses, Spyware, etc) 

• Netiquette 

• E-mail and Passwords 

• Instant Messaging and Chat Rooms 

• Cyber Bullying/Net Predators 

• Community Sites 

• Hate Websites 
 

 

 





Viruses  Worms 

Appears 
harmless 
until 
executed. 
Does not 
insert code 
into other 
files  

Trojan Horses 

Copies itself 
and infects a 
computer 
without 
permission 
or 
knowledge 
of the user.  

Spreads to 
other 
computers 
without a 
host  



Instant Messaging 
 
File sharing online downloads 
(Music, Videos, Programs) 
 
E-Mail attachments 
 
Clicking on infected websites 
 



Install reputable antivirus software  

Make sure it is regularly updated 

Zonealarm or AVG Free 
 

If you do not know who a file is from, 
 don’t open it! 

 

Call that person. Make sure he/she 
sent it to you. 
 



Software that slows down your 
computer and steals information 
 

Spread just by visiting sites without 
proper protection 
 

Ad-Aware or Spybot Search & Destroy 
Free applications at ww.download.com  
 
 





Rule 1: Treat others the way you 
would want to be treated. 
Unless you’re using video, people you 
talk with online cannot see if you’re 
kidding – they are real and have 
feelings like you do.         
 
 



Rule 2: Do not troll. 
 

 Trolling is posting false or 
offensive material in order to 
incite angry responses from 
others.   
 
 



Rule 3: Do not flame. 
 Flaming is deliberately insulting a 

specific person or group of people.  
Just like you would not attack 
strangers in real life, you should 
not attack strangers online. 
 
 



Rule 4: Respect Other People’s Privacy 

    It is illegal to post false information  
about a person. There can be 
unforeseen consequences that can 
impact them and you. Many jobs and 
scholarship committees use the 
Internet to search and learn more 
about a candidate.  





Easy-to-remember 
but hard-to-guess 
password 

Change your email 
password often 

LOGOUT  
Do NOT save 

account 
information on 
public computers 



Ignore spam, 
offensive, or 
harassing email 

Do check your spam 
box once in a while 
for mistakenly 
blocked messages 

Do not give your 
email to unfamiliar 
sites 

mistakenly 
blocked by 
your email 



 
 
 
 

Do Not open an 
unknown email 
with an attachment 

Do NOT open an 
attachment with an 
unrecognizable or 
strange name 

Indicates 
presence of 
an 
attachment 





AIM 
Google Talk 
MSN Messenger 
Yahoo IM 
ICQ 
 



 Check your profile (include no 
personal information) 
Think 
Be careful who you talk to online 
Never meet a person face-to-face 
Use a nickname  
Tell your parents or a trusted 
adult 
Remember you do not know for 
sure who you are talking with 





Cyber bullying is the fastest growing 
type of bullying 
 
If you are sent an abusive email, don’t 
write back - the sender wants you to 
reply to be able to harass you further, 
so don’t give them that satisfaction. 

 



  

 Put the mouse down, count to 5, and 
move on to something else. What you 
don’t do won’t affect you.  
 



STOP: Don’t do anything. Take 5 and calm 
down. 

BLOCK: Stop the cyber bully.  Most IM 
services offer a block feature. Only talk to 
people you know. 

TELL: Tell a parent or trusted adult. Do 
not try to deal with it by yourself 





 Net predators are adults who 
use the Internet to harm 
teens. 
 
 They pretend they are teens, 
befriend you, and then try to 
set up a “face-to-face” 
meeting with the intent of 
hurting you 



  If anyone is bothering you or 
making you feel unsafe –  
 Tell a trusted adult. 

 In order to avoid Net Predators: 
 Use common sense 
 Avoid posting personal and 

identifiable information online 
 Be wary 
 Never agree to meet anyone 

“face-to-face” that you met online. 



Do not place pictures on your 
websites just because of Net 
Predators. 
Do not place all of your 
personal information on your 
websites for strangers and Net 
Predators to read. 
Do not use a webcam to view 
people you don’t know. 







 
 



Most Community Sites Let You Share: 

 Name, Age, and Sex 

 Home Address 

 Email 

 Phone (both home and cell) 

 Relationship Status 

 School and Activities 

 Political and Religious Views 





 Run away from home? 

 Lie to your parents? 

 Run from the police? 

 Ever shoplift? 

 Best physical feature? 

 Lie to your best friend? 

 CENSORED–CENSORED-CENSORED 



Schools and employers have the 
ability to see profiles on social 
networking sites such as MySpace 
and Facebook 
Remember never to put something on 
the internet that you wouldn’t an 
employer or scholarship committee to 
see 

 



BE CAREFUL 

There are no 
secrets…and what you 

write can remain online 
forever….about yourself, 
what you’ve done, how 
you feel about what you 

or someone has 
done…or….??? 
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You may want to think twice about posting 
photos from your last party or road trip. 
   

 31% - candidate lied about qualifications  
 24% - candidate was linked to criminal behavior  
 19% - candidate bad-mouthed their previous company or 

fellow employee  
 19% - candidate posted information about them drinking or 

using drugs  
 15% - candidate shared confidential information from 

previous employers  
 11% - candidate posted provocative or inappropriate 

photographs  
  

 
 







Malware 
Netiquette 
E-mail 
Passwords 
IMing & Chat Rooms 
Cyber Bullying 
Net Predators 
Community Websites 
Hate Websites 

 

Have Fun 
and Be Safe! 

 



 Internet safety 

presentations are   

available at 

SafeConnects.org 


